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Overview

Before you can setup AirWatch and manage iOS devices you will néggpknPush Notification service (APNSs) certificate.
This document explains the details negldo acquire an APNSs certificate fraime Apple Push Certificate Portatd
instructions for uploading your APNs certificate to the Airwaikb Console

What is anAPNs Certificate
The Apple Push Notification service (APNSs) is used to allow AirWatch to securely communicate to your devicesiover
(OTA).

AirWatchuses your APNSs certificate $end notifications to your deviceghen the Administrator requests formation or during a
defined monitoring schedule. No data is sent through the APNs server, only the notification.

AirWatch - Apple APNs .-~ ]
i i . Notification 6aosnu:: ......... = >

Generating an APNs Certificate for MDM

This section will guide you through obtaining your APNs certificate from Apple. There are two sets of instructions; one for
creating from a Macomputer and one from &Vindowsserver. You ONLY need to execute one or the other. They will both
guide you though the following steps:

1 Creating a Certificate Signing Request (CSR)

Uploading the CSR to tiérWatch Certificate Portal

Uploading the intermediate certificate to the Apple Push Certificate Portal
Completing theCSR and Exporting the APNs Certificate

Uploading the APNs Certificate into AirWatch

= =4 =4 =

Before you begin please ensure:
¥ Mac OX workstationor Windows Server with Administrator permissions

(¥ Safari or Firefox Web browser
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Generatingan APN<Certificate froma Mac

The following instructions are for generating an APNSs certificate using a Mac OS X workstation. For Windows Server
instructions you may skip this section.

Create a Certificate Signing Request
First,you need to generate a certificate signing request. Fyoion Mac go tdApplications>Utilities->Keychain
Access
Select thdogin Keychain from the left sideband Certificatesfor the categoryFrom the top menu, select
Keychain AccessCertificate AssistantRequest a Certificate From a Certificate Authority

o NGNS File  Edit View  Window  Help
About Keychain Access | App IDs - i0S Provisioning Portal - Apple Developer

r.apple.com/iphone/manage/bundles/configure.action?displayld=HZ7PZTP2GC [ ] f\(q' Google

Preferences... 2,

Maps YouTube Wikipedia News (1199)v Populary

Keychain First Aid EA
Open...
Ticket Viewer NEK Create a Certificate...
Create a Certificate Authority...
Create a Certificate For Someone Else as a Certificate Authority...
Hide Keychain Access  2H Request a Certificate From a Certificate Authority...
Hide Others C#H Set the default Certificate Authority...
Evaluate a Certificate...

Services »>

Show All

Quit Keychain Access  #Q

Micr.. ertificates
& System
[E) System Roots .

o .
[Kind Expires

Category
% Allltems
4. Passwords
Secure Notes
E] My Certificates

I ? Keys

The certificate wizard launches.
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Fill out theEmail Addressind Common NameSelecSaved to diskand selecContinue

Certificate Information

Enter information for the certificate you are requesting.
Click Continue to request a certificate from the CA.

User Email Address: |blak:brannun@air—walch_cum B

Common Name: | Blake Brannon

CA Email Address: l| I

Request is: () Emailed to the CA
® saved to disk

[l Let me specify key pair information

Save the file to your desktagr somewhere convenient on your computer.

Save As: I CertificateSigningRequest.ce rtSigningRI B

Where: [ Desktop H kb

(G @D

CA Email Address: |

Request is: () Emailed to the CA
(*) Saved to disk

] Let me sEciE ke: Eair information
L

You have now created a CSR request and are readydadif theAirWatch Certificate Portal
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Upload the CSR to the AirWatch Certificate Portal
Navigate to the Airwatch Certificate Portalhdtps://awcp.air-watch.com/provisioningportal

airwatch

Login

ead AirWatch Certificate Portal

Log in with youAirWatch Certificate PortaCredentialsthat have been provided to you in your Activation Email
or through your AirWatch Representative.

1 For any questions regarding tiérWatch Certificate Portalredentials, please contaSupport@Ai
Watch.com

Once logged in, sele i B (0 open the APNs Signing Request form.

x

APNs Signing Request

APNs Request Process

Certificate Signing Request [CSRT* Upload

Save | | Reset

| Upload | then | Choose File |

Choose! and select your previously generateciSHile.

Clickl_**__| twice to complete the APNs Signing Request.

A new intermediate cdificate will be shown with the appropriate location group, user, and upload date of the
CSR.

Logged inas : kyled | Logout

aw

Upload User Name Upload Date

KyteD 10182011 2209 AM 4 &

AifWatch™ Copyrigh® 2011 powerea by @irwatch”

Select the download buttoni.il to download your intermediate certificate.

You are now ready to upload your intermediate certificate to the Apple Pestificate Portal.
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Uploadthe Intermediate Certificate to the Apple Push Certificate Portal
Go to the Apple Push Certificate Portal websit@ttps://identity.apple.com/pushcert/

B O O/ M apple Push Centificates Port. x \\ax|
9 C (X hups://daw.apple.com/cgi-bin/WebObjects/D: .woa/wa, = 8be1d37f6458e72adc3160d1ad5h323a9e5c5eb28e7e3... 7% |

iPhone iTunes Support Q

Apple Push Certificates Portal

Sign in.
(s

Forgot your Apple 1D?

word

Forgot your password?

i

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, o find a reseller. Appleinfo | SiteMap | HotNews | RSsFeeds | ContactUs

Copyright © 2011 Apple Inc. All rights reserved.  Terms of Use | Privacy Policy

Sign in using youkpple ID and password

1 This does not have toe an Apple Developer Account. It can be any ApplelD.

1 Note: For production systems, it is strongly discouraged to use a personal apple id account. For long term
maintainability, please create a new separate kpipl to be used as a separate corporate apple ID for MDM,
and tie it to an email account that will remain with the company even if the person who creates the account

leaves the company.

© O O/ [Yapple - iPhone in Business - x/ [Japple Push Certificates Port: x |\ &

€« ' 3 netps://identity.apple.com/pushcert/ 9% A

iPhone iTunes Support

Apple Push Certificates Portal

Get Started

Create a push certificate that enables your third-party server to work with the Apple Push
Notification Service and your Apple devices.

FAQ

Learn more about Mobile Device Management
What about OS X Server?

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller. Apple Infa | Site Map Hot News RSS Feeds Contact Us

Copyright © 2011 Apple Inc. Al rights reserved.  Terms of Use Privacy Policy

Create a Cerificate

Once logged in,jmose
After reading Terms of Use, Accept the Eldhd proceed.
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https://identity.apple.com/pushcert/

PE0IOY Drove - rone i asioss - 5 Clsowieposh cerstiaes ror. x NG

€  C [ hups://identity.apple.com/pushcert/| Y

Store Mac iPod iPhone iPad iTunes Support a

Apple Push Certificates Portal andreshiath 8 ayahoo.com

Terms of Use

PLEASE READ THE FOLLOWING LICENSE AGREEMENT TERMS AND CONDITIONS CAREFULLY 0
BEFORE DOWNLOADING OR USING THE APPLE CERTIFICATES. THESE TERMS AND CONDITIONS
CONSTITUTE A LEGAL AGREEMENT BETWEEN YOUR COMPANY/ORGANIZATION AND APPLE.

MDM Certificate Agreement
(for e device for i0S products)

Purpose

Your company, organization or educational institution would like to use the MDM Certiicates (as defined
below) to enable You to either deploy a third-party commercial, enterprise server software product for mobile
device management of i0S products, or deploy Your own internal mobile device management for i0S
products within Your company, organization or educational institution. Apple is willing to grant You a limited
license to use the MDM Certificates as permitted herein on the terms and conditions setforth in this
Agreement.

1. Accepting this Agreement; Definitions

14 Acceptance

In order to use the MDM Certificates and related services, You must first agree to this License Agreement.If

You do not or cannot agree to this License Agreement, You are not perited to use the MDM Certificates or

related services. Do not download or use the MDM Certificates or any related services in that case. vy
2

You accept and agree to the terms of this License Agreement on Your company’s, organization's, educational
(1 have read and agree to these terms and conditions.

Printable Version >

NI

Select and upload your previously generated Intermediate Certificate you downloaded frofirivatchCertificate
Portal.

{800 Ciwse-mommsame: ) Coneramcssnamsre Vb

&  C | @ htps://identity.apple.com/pushcert/ 7| X

iTunes

Apple Push Certificates Portal BTSN ... |

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
wvendor to create a new push certificate.

Chaose File ) Na file chosen

shap the Apple Orline Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller. Apple Info Site Map Hot News RSS Feeds | Contact Us

Copyright © 2011 Apple Inc. All ights reserved.  Terms of Use | Privacy Policy

After uploadirg your Intermediate Certificate, a new Certificate for Airwatch MDM will appear.
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iTunes Support

Store iPhone

Apple Push Certificates Portal (TR .. ... )

Certificates for Third-Party Servers

Status Actions

- D €D

Service Vendor Expiration Dare*

Mohile Device Managernent  Airifarch Ocr 17, 2012 Active

"Revoking or allowing this certificate to expire will require existing devices to be re-enralled with a new push certificate

About Apple Push Certificates Portal

Create and manage push certificates that enable your third-party server to work with the
Apple Push Notification Service and your Apple devices,
Learn more about Mobile Device Management

)

Contact Us

#pple Info Site Map Hot Mews. RSE Feeds

Shep the #pple Online Stars {1500~ T-AFPLE, visit an Apple Retail Store, or find 2 reseller.

Privacy Policy

Gopyright ® 2011 Apple Inc. All rights reserved,  Terms of Use

Select to download the Apple signed certificate

You are now ready to complete the C8HRl export the APNs Certificate.
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Completing the CSR and Exporting the APNs Certificate
Doubleclicking the file should upload it to Keychain Access and complete the siggurest.

Apple Push Notification service SSL Certificate Assistant

Download & Install Your Apple Push Notification service SSL
Certificate

Step 1: Download
=l Blake Brannon's Cert...
Download your APNs SSL Cartificate to your
e o
be installed on this server.

(conca ] [com ]

Verify you can see your Apple Production Push Services certificate and it has an associate private key indented beneath
it when you expand the left arrow.

8006 Keychain Access

Apple Prod Push Services: 23ZK39QJAC:BLIC33NQVE
& Micr...ertificates Issued by: Apple Worldwide Developer Relations Certification Authority
& system Expires: Wednesday, September 7, 2011 10:01:31 AM ET
@ This certificate is valid
2 system Roots a
¥ B8 Apple Production Push Se e K390JAC:8LOCIZNQVE certificate 3
§ Blake Brannon private key - €
i
Category
ﬁ. All ltems
A.. Passwords
Secure Notes
] My Certificates

‘? Keys

*If you do not see your APNs certificate or the private key is not showing, verifijar@ithelogin keychain selected,
the Certificatescategory selected and your certificate key has been expanded as show above. If you still do not see
your certificate, repeat the generation process.

Now you will need to export the APNs certificate scait be uploaded to AirWatch. Rigblick(CTRiclick)on the
private key andselectExport
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800 Keychain Access

Q
Keychains o 1k
Togh [a) Blake Brannon
& login » Kind: private key, RSA, 2048-bit
& Micr...ertificates Usage: Any
& System
) System Roots
Name o alknd [Expires |
¥ [5] Apple Production Push Services: 23ZK39QJAC:BLOCIINQVE certificate Sep 7, 2011 10:01:31 A“
[ Bakes Copy "Blake Brannon”
Delete “Blake Brannon”
Category = =
A Al ltems Export “Blake Brannon”...
4. Passwords [ Get Info ‘
Secure Notes Create a Certificate With "Blake Brannon”...
[El My Certificates Reguest a Certificate From a Certificate Authority With “Blake Brannon”...
T Keys l Create a Certificate Authority With “Blake Brannon”... J
[ Certificates.
RIS
(=] B EE

Save the file to your Desktop in thgl2format.

*If you only have the option to save ascerfile rather than apl2you are not correctly exporting the certificate.
Ensure you screen looks exactly as pictured above and you are selectipriyvtite keyto export.

NN ] Keychain Access

Keychains
& login
& Micr. ertificates

& System Where: [ Desktop H
&) System Roots

Save As: | AirWatchAPNs |22]

Expires
Sep 7, 2011 10:01:31 Al

File Format: [ Personal Information Exchange (.p12) H

Category e
ﬁ. All ltems
L. Passwords
Secure Notﬁ

When exporting the certificate you are required to set a password. Please take note of this as yeedvitlwhen
uploading the certificate to AirWatch.

/’ 2\ Enter the password for exporting:

L

Password: |uuouuuuuu ‘
Verify: |sensensensensenas |
- —
Password Strength: Excellent
» Derails
@ o)

Congratulations you have your APNs certificatpon completing this sfgyou should have the following
1 APNSs certificate.p12format not .ce)

1 Thepasswordyou set when exporting the certificate

You ae now ready tauploadyour certificate to Airwatch.
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Generating an APNs Certificate from a Windows Server

The following instructions are for generating an APNSs certificate from a Windows Sérigezan be AXWindows server and
does not have to be done on the AirWatch serifeyou have already generated your certificate from a Mac you can skip this
section anduploadyour certificate to AirWatch.

Create aCertificate Signing Request
Select StartAdministrative ToolsInternet Information Services (11S) Manager.

Select the server name.

From the center menu, doublelick the Server Certificates button in the Security section.

B Internet Information Services (I15) Manager [_ O]
Q0 (% ' FEEICE
File VYiew Help
_ @) ATLO1DEVAPP40 Home
@3' H l l & Open Feature
o i Stark Page =
‘g Filker: |G - lGshow Al | Groupby! Area EEIR ; Manage Server
° N ;I & FRestart
0= (/] -«u b Start
ASP Authentication Compression Default Directory Error Pages B stop
Docurment Browsing
‘Wiew Application Poals
= 1=y, EEY, ?L View Sites
1 - H} =
& de = )
Failed Request  Handler HTTP Redirect HTTP ISAPI and CGI ISAPI Filkers ® Help
Tracing Rules Mappings Respo... Restrickions Online Help
Y [
= A P pEe
& P = =
Lagging MIME Types Modules Qukput Requesk
Caching Filtering
«ty
Worker
Processes
Management
= [ 'S =
) 3 of-
& & =
Configuration Feature IIS Manager  IIS Manager Management Shared
Editor Delegation Permissions Users Service Configuration
-
P I I » Features Vi .-__E Content View
Ready e.i.:i

N

airwatch”
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Next, from the Actions menan the right, select Create Certificate Request. This will open the Request Certificate

wizard.
NE Internet Information Services (I1S) Manager [_[of
1 o
oC (% ' | e -
File  Wiew Help
@0 Server Certificates

“3 H | |& Import...

ﬁa Start Page
E| é P || Usethisfeature to request and manage certificates that the Weh server can uss with Web sites Create Certificats Reguest...
g Appllcatmn Fools configured for 551, Complete Certificate Request. ..

(8] Sites e [ tssed To | tssued s Create Domain Certificate...

Create Self-Signed Certificate, .,

@ Help

nline Help

In the Distinguished Name Properties window, enter the following

Common Name The name associated withe developer.

Organization The legally registeredame of your organization/company
Organizational unit The name of your department within the organization
City/locality- The city in which your organization is located

State/province- The state in which your organization is located

== =4 == =4 =9 =9

Country/regiong Thecountry in which your organization is located

Request Certificate

1 Distinguished Name Properties

Spemcify the required information For the certficate, Stateprovince ard City/localty must be spacfied
a5 official names and they cannot contain abbrevistions.

Coffffdn name: IDcchmﬁ Mame:
Organizstion: Irwt‘.um:-mr, inc.

Select Next
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In the Cryptographic Service Provider Properties windalect the following:

1 Cryptographic service providevlicrosoft RSA SChannel
1 Bitlength: 2048

Request Certificate K E

! Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length, The bit length of the encryption key
determines the certificate's encrvption strength. The greater the bit length, the stronger the security,
However, a greater bit length may decrease performance,

Cryptographic service provider:

Bit length:

045 |

Previous | Mext I Fimish | Cancel |

Save the CSR to your computer. Rementberfilename and location that you save the file.

Request Certificate EH

| File Name

Specify the file name for the certificate request, This information can be sent ko a certification
autharity For signing.

Specify a file name For the certificate request:

|c:ﬁ,npp|eMDM_c5R.txt| |

Previous | [Esxt | Einish I Cancel |

You have now created a CSR request and are ready to upldhd firWatch Certificate Portal
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Upload the CSR to the AirWatch Certificate Portal
Navigate to the Airwatch Certificate Portalhdtps://awcp.air-watch.com/provisioningportal

airwatch’
Login

fad AirWatch Certificate Portal

Log in with youAirWatch Certificate PortaCredentialsthat have been provided to you in your Activation Email
or through your AirWatch Representative.

1 For any questions regarding tihérWatch Certificaté®ortal Credentials, please cont&@ipport@ Al
Watch.com

igning Request

Once logged in, sele® to open the APNs Signing Request form.

X

APNs Signing Request

APNs Request Process

Certificate Signing Request [CSR]* Upload

Save ‘ ‘ Reset

 Upload | Choose File | i '
| Upload_ ] then W&hooseFile/ .4 select your previously generate@SHile.

Choose

Click 5| twice to complete the APNs Signing Request.

A new intermediate certificate will be shown with the appropriate location group, user, and upload date of the
CSR.

a Logged inas : kyled | Logout
€ APMNs Signing Request
Active Location Group Upload User Name Upload Date

[ ] Jocumentation KyleD 10182011 2209 AM / &

ArWaich™ CopyrightD 2011 wereo by @irwatch”

Select the download buttori_il to download your intermediate certificate.

You are now ready to upload your intermediate certificate te &pple Push Certificate Portal.
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Upload the Intermediate Certificate to the Apple Push Certificate Portal
Go to the Apple Push Certificate Portal websitbttps://identity.apple.com/pushcert/

!’ Store Mac iPod iPhone iPad iTunes Support Q

Apple Push Certificates Portal

Sign in.
[ Appte 10 |

Forgot your Apple ID?

[ Password |

Forgot your password?

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller. Apple Info Site Map Hot News RSS Feeds Contact Us

Copyright © 2011 Apple Inc. All rights reserved.  Terms of Use Privacy Policy

Sign in using your Apple ID and password

1 This does not have toe an Apple Developer Account. It can be any ApplelD.

1 Note: For production systems, it is straygiiscouraged to use a personal apple id account. For long term
maintainability, please create a new separate apple id to be used as a separate corporate apple ID for MDM,
and tie it to an email account that will remain with the company even if the pavBorcreates the account
leaves the company.

iPhone iTunes

Support

Apple Push Certificates Portal

Get Started

Create a push certificate that enables your third-party server to work with the Apple Push
Notification Service and your Apple devices.

Create a Certificate

FAQ

Learn more about Mobile Device Management
What about OS X Server?

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller. Apple Info Site Map Hot News RSS Feeds Contact Us =

Copyright © 2011 Apple Inc. All rights reserved.  Terms of Use Privacy Policy

Once logged in, choo<s Create & C

After reading Terms of Use, Accept the EULA and proceed.
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https://identity.apple.com/pushcert/

Select and upload your previously generated Intermediate Certificate you downloaded frofirivatchCertificate
Portal.

After uploading your Intermediate Certificate, a new Certificate for Airwwatch MDM will appear.
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