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Overview 

Before you can setup AirWatch and manage iOS devices you will need an Apple Push Notification service (APNs) certificate. 
This document explains the details needed to acquire an APNs certificate from the Apple Push Certificate Portal and 
instructions for uploading your APNs certificate to the AirWatch Web Console. 

What is an APNs Certificate 

The Apple Push Notification service (APNs) is used to allow AirWatch to securely communicate to your devices over-the-air 
(OTA).  

AirWatch uses your APNs certificate to send notifications to your devices when the Administrator requests information or during a 
defined monitoring schedule. No data is sent through the APNs server, only the notification. 

 

 

Generating an APNs Certificate for MDM 

This section will guide you through obtaining your APNs certificate from Apple.  There are two sets of instructions; one for 
creating from a Mac computer and one from a Windows server. You ONLY need to execute one or the other. They will both 
guide you through the following steps: 

¶ Creating a Certificate Signing Request (CSR) 

¶ Uploading the CSR to the AirWatch Certificate Portal 

¶ Uploading the intermediate certificate to the Apple Push Certificate Portal 

¶ Completing the CSR and Exporting the APNs Certificate 

¶ Uploading the APNs Certificate into AirWatch 
 

Before you begin please ensure: 

 Mac OS X workstation or Windows Server with Administrator permissions 

 Safari or Firefox Web browser 
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Generating an APNs Certificate from a Mac 

The following instructions are for generating an APNs certificate using a Mac OS X workstation. For Windows Server 
instructions you may skip this section. 

 

Create a Certificate Signing Request 

u First, you need to generate a certificate signing request. From you Mac go to Applications->Utilities->Keychain 

Access 

u Select the login Keychain from the left sidebar and Certificates for the category. From the top menu, select 

Keychain Access->Certificate Assistant->Request a Certificate From a Certificate Authority 

 

u The certificate wizard launches.  
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u Fill out the Email Address and Common Name. Select Saved to disk and select Continue 

 

u Save the file to your desktop or somewhere convenient on your computer. 

 

You have now created a CSR request and are ready to upload to the AirWatch Certificate Portal. 
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Upload the CSR to the AirWatch Certificate Portal 

u Navigate to the AirWatch Certificate Portal at https://awcp.air-watch.com/provisioningportal 

 

u Log in with your AirWatch Certificate Portal Credentials that have been provided to you in your Activation Email 

or through your AirWatch Representative. 

¶ For any questions regarding the AirWatch Certificate Portal Credentials, please contact Support@Air-
Watch.com 

u Once logged in, select to open the APNs Signing Request form. 

 

u Choose  then  and select your previously generated .CSR file. 

u Click   twice to complete the APNs Signing Request. 

u A new intermediate certificate will be shown with the appropriate location group, user, and upload date of the 

CSR.  

 

u Select the download button  to download your intermediate certificate. 

You are now ready to upload your intermediate certificate to the Apple Push Certificate Portal. 

https://awcp.air-watch.com/provisioningportal
mailto:Support@Air-Watch.com
mailto:Support@Air-Watch.com
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Upload the Intermediate Certificate to the Apple Push Certificate Portal 

u Go to the Apple Push Certificate Portal website at https://identity.apple.com/pushcert/. 

 

u Sign in using your Apple ID and password.  

¶ This does not have to be an Apple Developer Account. It can be any AppleID. 

¶ Note: For production systems, it is strongly discouraged to use a personal apple id account. For long term 
maintainability, please create a new separate apple id to be used as a separate corporate apple ID for MDM, 
and tie it to an email account that will remain with the company even if the person who creates the account 
leaves the company. 

 

u Once logged in, choose  

u After reading Terms of Use, Accept the EULA and proceed. 

https://identity.apple.com/pushcert/
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u Select and upload your previously generated Intermediate Certificate you downloaded from the AirWatch Certificate 

Portal.  

 

u After uploading your Intermediate Certificate, a new Certificate for AirWatch MDM will appear.  
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u Select to download the Apple signed certificate. 

You are now ready to complete the CSR and export the APNs Certificate. 
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Completing the CSR and Exporting the APNs Certificate 

u Double-clicking the file should upload it to Keychain Access and complete the signing request. 

 

u Verify you can see your Apple Production Push Services certificate and it has an associate private key indented beneath 

it when you expand the left arrow. 

 

u *If you do not see your APNs certificate or the private key is not showing, verify you have the login keychain selected, 

the Certificates category selected and your certificate key has been expanded as show above. If you still do not see 

your certificate, repeat the generation process. 

u Now you will need to export the APNs certificate so it can be uploaded to AirWatch. Right-click (CTRL-click) on the 

private key and select Export 
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u Save the file to your Desktop in the .p12 format.  

u * If you only have the option to save as a .cer file rather than a .p12 you are not correctly exporting the certificate. 

Ensure you screen looks exactly as pictured above and you are selecting the private key to export. 

 

u When exporting the certificate you are required to set a password. Please take note of this as you will need it when 

uploading the certificate to AirWatch. 

 

u Congratulations you have your APNs certificate. Upon completing this step you should have the following 

¶ APNs certificate (.p12 format not .cer)  

¶ The password you set when exporting the certificate 

 

You are now ready to upload your certificate to AirWatch. 
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Generating an APNs Certificate from a Windows Server  

The following instructions are for generating an APNs certificate from a Windows Server. This can be ANY Windows server and 
does not have to be done on the AirWatch server. If you have already generated your certificate from a Mac you can skip this 
section and upload your certificate to AirWatch. 

 

Create a Certificate Signing Request 

u Select Start->Administrative Tools->Internet Information Services (IIS) Manager. 

u Select the server name. 

u From the center menu, double-click the Server Certificates button in the Security section. 
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u Next, from the Actions menu on the right, select Create Certificate Request. This will open the Request Certificate 

wizard. 

 

u In the Distinguished Name Properties window, enter the following 

¶ Common Name - The name associated with the developer. 

¶ Organization - The legally registered name of your organization/company 

¶ Organizational unit - The name of your department within the organization 

¶ City/locality - The city in which your organization is located 

¶ State/province - The state in which your organization is located 

¶ Country/region ς The country in which your organization is located 

 

u Select Next 
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u In the Cryptographic Service Provider Properties window, select the following:  

¶ Cryptographic service provider: Microsoft RSA SChannel 

¶ Bit length: 2048 

 

u Save the CSR to your computer. Remember the filename and location that you save the file. 

 

u You have now created a CSR request and are ready to upload to the AirWatch Certificate Portal. 
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Upload the CSR to the AirWatch Certificate Portal 

u Navigate to the AirWatch Certificate Portal at https://awcp.air-watch.com/provisioningportal 

 

u Log in with your AirWatch Certificate Portal Credentials that have been provided to you in your Activation Email 

or through your AirWatch Representative. 

¶ For any questions regarding the AirWatch Certificate Portal Credentials, please contact Support@Air-
Watch.com 

u Once logged in, select to open the APNs Signing Request form. 

 

u Choose  then  and select your previously generated .CSR file. 

u Click   twice to complete the APNs Signing Request. 

u A new intermediate certificate will be shown with the appropriate location group, user, and upload date of the 

CSR.  

 

u Select the download button  to download your intermediate certificate. 

You are now ready to upload your intermediate certificate to the Apple Push Certificate Portal.  

https://awcp.air-watch.com/provisioningportal
mailto:Support@Air-Watch.com
mailto:Support@Air-Watch.com
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Upload the Intermediate Certificate to the Apple Push Certificate Portal 

u Go to the Apple Push Certificate Portal website at https://identity.apple.com/pushcert/. 

 

u Sign in using your Apple ID and password.  

¶ This does not have to be an Apple Developer Account. It can be any AppleID. 

¶ Note: For production systems, it is strongly discouraged to use a personal apple id account. For long term 
maintainability, please create a new separate apple id to be used as a separate corporate apple ID for MDM, 
and tie it to an email account that will remain with the company even if the person who creates the account 
leaves the company. 

 

u Once logged in, choose  

u After reading Terms of Use, Accept the EULA and proceed. 

https://identity.apple.com/pushcert/
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u Select and upload your previously generated Intermediate Certificate you downloaded from the AirWatch Certificate 

Portal.  

 

u After uploading your Intermediate Certificate, a new Certificate for AirWatch MDM will appear.  


